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Dear Jean ,  
 
As we approach Tax Season and Spring, it's time to dust off
basic reminders about tax preparation and tax scam
warnings.  We all need reminders about how to remain on
alert and scam-free.
 
We also found shocking articles about employee data
theft and criminal records of college students.
 
Then, throughout the serious prose, we sprinkled a few fun
tidbits that will make you smile.
 
Have a great March and keep those comments coming!
 
Regards,

JJeeaann  MMiiggnnoolleett
p.s.  If I can lend my more than 30 years experience to you or your
organization for any investigative need, please give me a call.

What Are the Latest Tax Scam Targets?
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information, visit www.Mignolet.com
or contact us at

investigators@Mignolet.com or
954-523-8737

Quick Links
Our Website

Services

 

      Ask A P.I.?
 
Q.  What is the difference
between sealing and expunging
a record?
 
A.  "Sealing" means that the record
becomes confidential and cannot
be disclosed to the public.  It's still
physically there as are the
fingerprints. Whereas, expunging
means that the file is physically
obliterated and destroyed and
cannot be disclosed to the public.

 Can you Believe This?

 
One In 29 Students Is A

Criminal  
By Bevan Schneck

College students are likely
sitting in class with
criminals, according to a
recent study.
MyBackgroundCheck.com,
a supplier of background
checks for students and
faculty, found that one out
of every 29 college
students has a previous
criminal record.

By one estimate, at least 5,000 phony websites, hosted in more
than 50 countries, will be online this year, claiming to be part of
or linked to the IRS.
 
Victims usually arrive there by clicking a link in an email, which,
again, seems to come from the IRS or an associated group such
as the Free File Alliance (a legitimate organization) or the IRS
Antifraud Commission (a non-existent body).
 
Under the guise of the Free File Alliance, a real organization
comprising tax software companies and the IRS, a bogus
message directs users to file tax returns electronically via the
site.
 
The crooks do actually file the form -- but not before altering the
bank account details, so they get the refunds!
 
In the case of the Antifraud Commission, the bogus message
claims that someone has registered the recipient's credit card
with the Electronic Federal Tax Payment System (EFTPS) and
that the card is being used to make payments.
 
Following a link in the email takes victims to a phony web page
where they are asked to provide their card details, Social
Security number and other personal information.
 
This identity theft / phishing ruse is a common approach in most
of the online tax scams.
 
Other recent examples of IRS scams include messages that tell
victims they have to complete an online updated version of their
W-2 forms.
 
The IRS never, but never, initiates correspondence with
taxpayers by email and they never ask for your SSN or other
financial details because they already have them on your form or
on file.
 
If you're filing directly, rather than through tax software, the only
free file site is via irs.gov -- and note that a tax site without that
gov extension is NOT the IRS. 

Thanks to Scambusters for these valuable tips on avoiding tax-time
scams:

 

Excerpts from an article of interest to anyone
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The nationwide study of
13,859 students consisted
of 125 universities, career
colleges, nursing schools
and other educational
institutions. Only criminal
convictions were included
in the results, and juvenile
records were excluded.

According to the study, 60
percent of college
students have been
convicted of driving
violations. The next
highest conviction rate
was that of disorderly
conduct - another
misdemeanor - at 9.5
percent.
Theft, drug possession,
sexual abuse and assault
made up the middle of the
pack. The felonies of fraud
and child molestation
were revealed as the
lowest for college
students - at 2.7 and 2.4
percent, respectively.
 
 
 
In Your Words:
 
We encourage, invite and
welcome all comments
about this newsletter, good
or bad.  Your feedback helps
us produce a more
interesting and useful piece. 
This month's jewel comes
from Scott:
 

with employees:
  Employees Willing To Steal Data

Employees know it's illegal to steal company data, but they're
prepared to do it anyway. Companies know their employees are a
chief threat to their data, but most aren't doing much about it.
These are the takeaways from two separate studies published by
security vendors Cyber-Ark and Actimize. Taken together, the studies
paint a sobering picture of the state of trust and security within the
corporate walls.
 
In its study, Cyber-Ark surveyed some 600 workers in the financial
districts of New York and London and found that most workers are
not shy about taking work home -- and keeping it for their own use.
Eighty-five percent of the respondents to the Cyber-Ark survey said
they know it is illegal to download company data for personal use,
but 41 percent said they already have taken sensitive data with them
to a new position. About a third of respondents said they would share
sensitive information with friends or family in order to help them land
a job.
 
Almost half of the respondents (48 percent) admitted if they were
fired tomorrow they would take company information with them,
Cyber-Ark says.
 
Customer and contact lists were the top priority for employees to
steal, registering 29 percent of the respondents. Plans and proposals
were next (18 percent), with product information bringing up the rear
(11 percent). Thirteen percent of savvy thieves said they would take
access and password codes so they could get into the network once
they've left the company and continue downloading information and
accessing data. 

By Tim Wilson
DarkReading 

 
(for a copy of the complete article, send me a request

via email at investigators@mignolet.com)

FUN NEWS ITEM OF THE MONTH
 

Tiger Text App Now Available!  

 
Lest anyone forget the Tiger Woods
scandal, Apple I-Phone users now have
access to an application that ensures no
one discovers their confidential text
messages.  "Tiger-Text" allows for
messages to be deleted permanently once they are sent.  A timer
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"Jean, thank you for your
excellent newsletter.  I really
look forward to reading
them!  Can I be assured that
the "Why Do Men Cheat"
(excellent Q and A), will be
followed up with a "Why Do
Women Cheat"? 
 
Dear Scott:
The next time a female star
athlete, who has positioned
herself as the model citizen,
cheats on her husband, we'll
give her equal time!
Jean
 
 

can be set to allow the recipient a fixed amount of time to reach the
message, then zap, the messages disappears and is never stored on
the sender's phone.  Best of all, recipients can't save or forward the
text either.
 

 9  Tips for working with a
 reputable tax preparer:

 
 

1. Look for CPA designation or proof of IRA
training as an "enrolled" tax preparer.
 
2. Ask for verifiable references and research the
state licensing agency.

3. Find out who will be preparing the return, the
preparer or a lower level assistant?
 
4. Ask if they would handle representation for an
audit or review.
 
5. Ask for upfront quotations on fees, typically
an hourly charge. 
 
6. Stay away from offers of refund percentages.
 
7. Beware if you're not asked for such details as
receipts.
 
8. Remember that quality tax preparers take all
legitimate deductions, no less and no more.
 
9. Check every line before signing off on your
tax form.
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